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“Your thoughts are pleasing to God, but your actions are not”1  

Abstract 

The digital age has created many technological innovations that present us with many 

opportunities and possibilities, along with threats and risks. All of these breakthroughs are often 

accompanied by philosophical, moral, perceptual, and principled questions that go beyond the 

narrow technological aspect associated with cyberspace and its various components. Among 

many online phenomena that have been created and developed in this era, one can also find the 

online protest, which goes beyond a known physical protest and finds its expression mainly in 

carrying out various online attacks, as well as leaking classified documents as protests to 

government and business entities. This is to bring about more transparent, credible, just, and 

responsible conduct towards society and humanity. A striking example of this can be found in 

the activities of hacktivism-affiliated Anonymous as well as WikiLeaks which is used as a 

media organization, a library, and a platform for leaking millions of classified documents at 

events which along with much media echo, created tremendous damage to those whose 

classified documents were exposed. Thus, this social and political protest, whose ideas and 

goals are positive and reflect a social responsibility for the betterment of societies and states, 

finds expression in malicious and criminal ways. This responsibility entrusts the law to the 

hands of these activists and engages them in performing prohibited activities to promote a more 

just society while creating online anarchism, cynarchism. 

Thus, this article examines the activities of these two online projects and seeks to find out if the 

actions taken by Anonymous and WikiLeaks can be treated as social responsibility or as online 

anarchism. The study concludes that the intention of these activists is desirable, but their actions 

are in many cases criminal and undesirable. 

Keywords: Anonymous, Hacktivism, Wikileaks, Cyberspace, Policy, Cybersecurity 

  

 
1 Halevi, R. J. (2001). The Kuzari. In Prophecy (pp. 94-147). Springer, Dordrecht. 
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Anonymous in Wikileaks: Družbena odgovornost ali 

Cyberanarhizem? 

Povzetek 

Digitalna doba je ustvarila številne tehnološke novosti, ki nam poleg groženj in tveganj 

predstavljajo številne priložnosti in možnosti. Vse te preboje pogosto spremljajo filozofska, 

moralna, zaznavna in načelna vprašanja, ki presegajo ozki tehnološki vidik, povezan s 

kibernetskim prostorom in njegovimi različnimi komponentami. Med številnimi spletnimi 

pojavi, ki so bili ustvarjeni in razviti v tej dobi, najdemo tudi spletni protest, ki presega znan 

fizični protest in se izraža predvsem v izvajanju različnih spletnih napadov, pa tudi pri uhajanju 

tajnih dokumentov kot protestov na vlada in poslovni subjekti. S tem želimo doseči bolj 

pregledno, verodostojno, pravično in odgovorno ravnanje do družbe in človeštva. Izjemen 

primer tega lahko najdemo v dejavnostih Anonimous, povezanih s haktivizmom, pa tudi 

WikiLeaks, ki se uporablja kot medijska organizacija, knjižnica in platforma za uhajanje 

milijonov tajnih dokumentov na dogodke, ki so skupaj z veliko odmevi izjemno škodo tistim, 

katerih tajni dokumenti so bili izpostavljeni. Ta družbeni in politični protest, katerega ideje in 

cilji so pozitivni in odražajo družbeno odgovornost za boljši razvoj družb in držav, se izraža v 

zlonamernih in kriminalnih poteh. Ta odgovornost zakon zaupa v roke tem aktivistom in jih 

vključi v izvajanje prepovedanih dejavnosti za spodbujanje pravičnejše družbe ob ustvarjanju 

spletnega anarhizma in kinarhizma. 

Tako ta članek preučuje dejavnosti teh dveh spletnih projektov in skuša ugotoviti, ali je mogoče 

ukrepe Anonymous in WikiLeaks obravnavati kot družbeno odgovornost ali kot spletni 

anarhizem. Študija ugotavlja, da je namen teh aktivistov držbeno odgovoren, vendar so njihova 

dejanja v mnogih primerih kazniva in nezaželena. 

Ključne besede: Anonimni, haktivizem, Wikileaks, kibernetski prostor, politika, kibernetska 

varnost  
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1 Anonymous 

Anonymous is an entity that is neither an organization nor a movement but is defined as a "loose 

network of hacktivists who aspire to change the status quo" (Brad, 2021), "loosely organized 

international movement of online activists who share similar social and political ideals" 

(German, 2012), "decentralized online collective with no particular political affiliation, that 

rallies around causes such as opposing censorship and government control and promoting 

freedom of speech” (Marathe, 2020), and   “a loosely organized Internet group of hackers and 

political activists" (Chen, 2020). Anonymous' roots were in 2003 on the 4chan forums site, 

which was unique in that comments were posted anonymously without the author and 

respondent being identified. The site began operating that year and is an anonymous forums 

site, along with allegations that members took part in various cyber-attacks and that it was used 

as a platform to upload criminal content including pedophilia and leaked documents such as 

photos of celebrities, as well as spreading threats of violence and bombing  (Beran, 2020; Mark, 

2006; Oldham, 2014; The Smoking Gun, 2011).  

From all this, it can be learned that Anonymous is mainly an internet phenomenon of hacktivists 

carrying out online protests to realize social and political goals against a wide range of targets. 

This activity is carried out in a manner defined as loose and decentralized and with no real 

affiliation to a structured or hierarchical organization structure, or uniform agenda. 

1.1 Hacktivism  

Anonymous and its activities are identified with the term hacktivism and are the most prominent 

example of this concept. When examining the various definitions, most of them refer to the 

term hacktivism in the same way: Check Point states that the term consists of two words Hack 

and Activism, meaning an act of hacking, or breaking into a computer system that is performed 

for politically or socially motivated purposes. Hence, they mostly targeted government 

agencies, multinational corporations, and anyone who is perceived by them as a “bad” factor 

acting in a “wrong” or “unfair” way. This clarifies that such activities are a criminal act, no 

matter what the intention might be (Check Point, 2021). A similar reference can also be found 

in the Cambridge Dictionary defining hacktivism as "the activity of getting into computer 

systems without permission to achieve political aims" (Cambridge English Dictionary, n.d.-b). 

The tech site TechTarget presents a similar definition "act of misusing a computer system or 

network for a socially or politically motivated reason", referring to Anonymous WikiLeaks as 

the most prominent example of such hacktivism (Lutkevich & Bacon, n.d.). Galina Mikhaylova 

emphasizes that hacktivists are different from other types of hackers because motivations are 

driven by the pursuit of social change, as opposed to seeking profit or intellectual pursuit 

(Mikhaylova, 2014). The security company Fortinet is also examining this concept and refers 

to the hacktivist's need "to right a wrong or make a statement on behalf of justice" while 

providing examples of possible goals of Hacktivism, including stopping or interrupting the 

financing of terrorism, going around censorship laws put in place by the government, speaking 

out against war and capitalism, promoting democracy and freedom of speech, and helping local 

uprisings (Fortinet, n.d.); goals that no doubt many can identify with and even support. 

The first activity identified as hacktivism was an attack in 1989 against a computer network 

shared by NASA and the US Department of Energy using a worm called WANK (Worms 

Against Nuclear Killers), with a vague claim of possible involvement by Julian Assange, who 

later founded Wikileaks, as well as a self-published document on the subject in 2006 (Assange, 

2006; Lagan, 2010; Longstaff & Schultz, 1993). 
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If so, it can be said that hacktivism is: (1) an action carried out by a wide range of different 

activists from around the world; (2) against the online activity (for the most part) of government 

officials and corporates; (3) as an act of protest - political, social, and economic - against these; 

(4) while using acts of attacking and defacing websites, and leaking documents. So even if their 

purpose is noble, their execution involves a criminal offense. 

1.2 Operations and Activities 

Anonymous activity that brought it to the forefront of the media stage began in 2006 with the 

hacking of a Finnish social network and blocking access to parts of the site. Since then, 

hacktivists have carried out a variety of attacks against many online entities around the world, 

many of the most important of which took place in 2011 that appears to have been the peak 

year in their activity, from which there has been a retreat due in part to an FBI informant 

operating in it that year, to the point that determining that "current Anonymous is not the same 

as the older Anonymous" (Rosenblatt, 2020). Most of the Anonymous actions were expressed 

in carrying out DDoS attacks, leaking information, and defacing websites for reasons of social 

justice and political lean. Among the attacks carried out by the hacktivists, there is Minneapolis 

Police Department website in protest of George Floyd's death; Information security companies; 

Credit card companies in protest of their cessation of support for WikiLeaks; Media 

organizations; Bank of America alleging corruption activity; Churches such as Westboro 

Baptists Church claiming that it spreads hatred and encourages violence, and the Church of 

Scientology claiming that it exploits its members for years; Websites of governments around 

the world that narrow their citizens' steps and infringe on their individual and expression 

freedom, including government websites throughout the Middle East in protest of the repression 

of protests during the "Arab Spring" in 2011; a hack into Sony resulted in the theft of personal 

information of about 77 million game users; and the publication of the names of the alleged 

1,500 pedophiles who were active in the dark web. All these happened through cyber-attacks 

that have disrupted services, along with the theft of documents that have led to the disclosure 

of valuable political, organizational and personal information (Bartz, 2012; Brad, 2021; Check 
Point, 2021; Chen, 2020; Lutkevich & Bacon, n.d.; Panda Security, 2020; “Timeline of Events Associated 

with Anonymous,” n.d.; Trend Micro, 2015; WatchMojo.com, 2020). At the same time, Anonymous 

hacktivists have been involved in a variety of activities to protect individuals’ freedom and 

expression around the world that do not have criminal aspects of theft and assault but provide 

technological means and capabilities; providing connection to the online world for citizens who 

have been prevented from doing so due to censorship and severe government restrictions on the 

internet in various countries. For a variety of these actions until 2012, TIME magazine included 

Anonymous in the list of the 100 most influential for that year (Gellman, 2012). 

In light of all this, Anonymous and its activities can be defined as an "ideological supermarket" 

and a branded umbrella, under which there are different groups, to which each person can join 

for this activity at any time, depending on his/her view, without having to ask permission from 

a person and while contributing to the general activity which is not necessarily criminal. Thus, 

the intensity of the actions of Anonymous increases by the number of people who are interested 

and involved in each of these actions. In other words, "Anonymous is not so much an 

organization as it is an ideology" (Brad, 2021). 

2 WikiLeaks 

Analyzing the definition of WikiLeaks on its website reveals that it is a "multi-national media 

organization and associated library" which "specializes in the analysis and publication of large 

datasets of censored or otherwise restricted official materials involving war, spying and 

corruption", and it has "contractual relationships and secure communications paths to more than 
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100 major media organizations from around the world". The project has won 17 international 

awards in 6 years, including being one of TIME Magazine’s 100 most influential in 2010 

(WikiLeaks, 2015(. 

2.1 Wikileaks activities 

WikiLeaks was founded as a website in 2006 by Julian Assange who was influenced by the 

leaks carried out by Daniel Ellsberg in 1971 known as the "Pentagon Papers" (Ray, 2020). The 

website serves as a platform for the organized publication of millions of classified documents 

of paramount importance, 10 million in the first decade of the site's existence, the very exposure 

of which has caused many upheavals around the world. Among the documents published are 

files and email correspondence of government and intelligence officials from around the world; 

U.S. war logs in Iraq and Afghanistan; numerous U.S. State Department documents; 

Information files of corporations such as Sony; and files related to detainees in the Guantanamo 

Bay detention camp. These were leaked by various individuals out of motives of protest and a 

wish to reveal the truth and not for trading information or passing it on to hostile parties (BBC 

News, 2019a; Cummings, 2019; Sonnemaker, 2020; WikiLeaks, n. d.). Beyond this extensive 

activity of publishing classified documents, WikiLeaks has inspired many leak platforms 

around the world with a thematic or regional affiliation and platforms for leaking various 

classified documents including: The GlobaLeaks.org website which started operating in 

December 2010 and is open-source software enabling anyone to easily set up and maintain a 

secure whistleblowing platform; The Offshore Leaks Database, which is part of The 

International Consortium of Investigative Journalists' website and contains information from 

2013 on more than 785,000 offshore companies, foundations, and trusts;  The sportsleaks.com 

website which was set up in mid-2016 by four individuals and publishes leaked documents 

related to doping, corruption, and cheating in the world of sports; Publeaks.org as an online 

platform to connect whistleblowers with the media and has such projects since 2013 in the 

Netherlands, Mexico, Nigeria and Indonesia; and afrileaks.org which is run by media 

organizations in Africa and to which classified documents related to Africa and with a public 

interest can be leaked to and publish. 

3. Governments' countermeasures 

Throughout the years of the existence of Anonymous and WikiLeaks, many efforts have been 

made by governments around the world to bring to an end their activities and arrest key activists. 

Hector Xavier Monsegur, a senior member of Anonymous, was arrested in June 2011 by the 

U.S. authorities and agreed to serve as an FBI informant among Anonymous, claiming that his 

activities prevented 300 cyber-attacks (Roman, 2014). In 2012, Ryan Ackroyd, Jack Davis, 

Darren Martyn, and Donncha O'Cearbhaill were charged and defined by the U.S. authorities as 

four principal members of Anonymous (U.S. Attorney’s Office, 2012). In December of that 

year, Interpol announced the arrest across Europe and Latin America of the 25 suspects as 

Anonymous activists, on charges of planning online attacks against various websites, including 

those of the Colombian Ministry of Defense and the presidency (German, 2012). A year later, 

14 Anonymous activists were accused of carrying out a DDoS attack against the PayPal website 

in 2010, shortly after the site stopped accepting online donations for WikiLeaks (RT, 2013). In 

April 2016, California journalist Matthew Keys was arrested on charges of aiding Anonymous 

in hacking into the Los Angeles Times website in 2010 by providing them with a username and 

password to access the newspaper's parent company computers (Mele, 2016). In 2019, Jeremy 

Hammond was accused in the United States of stealing files from the intelligence company 

Stratfor, which he passed on to WikiLeaks for publication (Weiner & Nakashima, 2019). 
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Many actions have been taken, mainly by the US administration, to narrow not only the 

Anonymous steps but also the activities of WikiLeaks and its founder, Julian Assange in a 

variety of ways, to silence Assange and scare future whistleblowers (Epstein, 2010; Fox News, 

2015). WikiLeaks is a non-profit organization mostly funded by volunteers and donations, so 

as part of US pressure against the organization, Visa and Mastercard credit card companies and 

online payment services such as PayPal and others decided to stop accepting donations for 

WikiLeaks. This led to a 95 percent drop in the organization's revenues (BBC, 2010; Beech, 

2010; WikiLeaks, 2011); DDoS attacks repeated against the organization's website from 

unknown sources in 2010 and 2012, some of them quite massive (Brewster, 2010; Kishore, 

2010; Protalinski, 2012); Blocking access to the WikiLeaks website from various locations, 

including Turkey and China, but also in the U.S. Library of Congress, as well as the U.S. Air 

Force which blocked access in December 2010 to news sites, including The New York Times 

and the Guardian, which published documents leaked to WikiLeaks, and the blocking of the 

Swiss domain name of the website by a US system provider (CBS News, 2010; NBC News, 

2010; Raymond, 2010; The Australian, n. d.; Yeung, 2016); Above all, however, there is an 

ongoing attempt to prosecute Assange, some have called it persecution, in which he was 

arrested in London and released on bail in December 2010, a political asylum he found at the 

Ecuadorian embassy in London between June 2012 and April 2019. He was then arrested again 

by British police, while ongoing discussions on his extradition to the US  (BBC News, 2019b). 

In this regard, the Office of the High Commissioner for Human Rights published a call by a UN 

expert who visited Assange in a prison in London that the persecution of Assange should be 

stopped and he feared that his rights could be seriously violated if he was extradited to the 

United States (Melzer, 2019). However, the Biden Administration has announced that it intends 

to continue Assange's extradition efforts from the United Kingdom where he is being held 

(Hosenball, 2021).  

4 Social Responsibility or Cynarchism? 

These two online phenomena, which began during that period (Anonymous in 2003, WikiLeaks 

in 2006), both have not only identical ideologies, but as seen in the alleged hacking of Julian 

Assange as well as in attacking of Anonymous activists on credit card companies, also 

connection points due to the widely held conceptual identity between these two online 

phenomena.  

There are different definitions of the term Anarchism, which is described according to most as 

a political theory that holds that all forms of governmental authority are unnecessary, harmful, 

and undesirable and that there should be little or no formal or official organization to society 

but that people should work freely together due to the importance of the individual liberty 

(Cambridge English Dictionary, n. d.-a; Merriam-Webster, n. d.; Rosemont, 1999; Stanford 

Encyclopedia of Philosophy, 2017). Is Julian Assange a leaker, a journalist, or a publisher? 

Some argue that there is no importance in this definition in the age of using digital technology 

to distribute news, any more than the decision whether radio and television are more reliable 

than print media and therefore "Truth is truth regardless of the source" (Brother, 2020). 

In light of this definition and the activities reviewed in this study on Anonymous and 

WikiLeaks, it can be stated that even if their activities are driven by a strong sense of social 

responsibility and a desire for change, neither of these two phenomena can be called anarchism 

or cynarchism, This is because these two do not go against the authority by being an authority, 

they do not reject the existing order and do not act to replace it, overthrow or abolish it, but 

bring about transparent, responsible, fair and honest conduct of governments and organizations 

towards their citizens. As Julian Assange put it, "democratic societies need strong media and 
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WikiLeaks is part of that media. The media helps keep government honest" (The Irish Times, 

2010). 
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